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Introduction

The General Data Protection Regulations (GDPR) came into effect on 25" May 2018. This legislation
built on the Data Protection Act 1998 (DPA, hereafter referred to as ‘the Act’) which was passed in
order to implement the European Directive on data protection and applies to all personal data which is
held either electronically or in a manual filing system. The Act commenced on 1st March 2000 with
most of its provisions becoming effective on 24th October 2001.

Angling Scotland is committed to a policy of protecting the rights and freedoms of individuals with
respect to the processing of their personal data and to full compliance with the Act. Angling Scotland
will therefore follow procedures that aim to ensure that all elected office bearers and volunteers who
have access to any personal data held by or on behalf of the organisation, are fully aware of and abide
by their duties and responsibilities under the Act.

Statement of policy

In order to operate efficiently, Angling Scotland has to collect and use certain information about people
such as individual members, sporting participants, organisational volunteers and others, defined as
data subjects in the Act. Such data must only be processed in accordance with this policy which sets
out the purposes for which the Angling Scotland holds and processes personal data. Any breach of
the policy may result in Angling Scotland, as the Data Controller, being liable in law for the
consequences of the breach. All personal information held must be handled and dealt with properly,
however it is collected, recorded and used, and whether it be on paper, in computer records or
recorded by any other means, and there are safeguards within the Act to ensure this.

Angling Scotland regards the lawful and correct treatment of personal information as very important to
its successful operation and to maintaining confidence between Angling Scotland, its members and
sportscotland. Angling Scotland will ensure that it treats personal information lawfully and correctly.

To this end Angling Scotland fully endorses and adheres to the General Data Protection Regulations
effective from 25" May 2018.

Principles

Under the GDPR, the data protection principles set out the main responsibilities for organisations.

Article 5 of the GDPR requires that personal data shall be .

a) “processed lawfully, fairly and in a transparent manner in relation to individuals;

b) collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall not be
considered to be incompatible with the initial purposes;
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c) adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed;

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay;

e) keptin a form which permits identification of data subjects for no longer than is necessary for
the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes subject to
implementation of the appropriate technical and organisational measures required by the
GDPR in order to safeguard the rights and freedoms of individuals; and

f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures.”

g) Appropriate technical and organisational measures shall be taken against unauthorised or
unlawful processing of personal data and against accidental loss or destruction of, or damage

to, personal data.

h) Personal data shall not be transferred to a country or a territory outside the European
Economic Area unless that country or territory ensures an adequate level of protection for the
rights and freedoms of data subjects in relation to the processing of personal data.

Article 5(2) requires that:
“the controller shall be responsible for, and be able to demonstrate, compliance with the principles.”
The GDPR defines both personal data and sensitive personal data.

Personal data
The GDPR applies to ‘personal data’ meaning any information relating to an identifiable person who
can be directly or indirectly identified in particular by reference to an identifier.

This definition provides for a wide range of personal identifiers to constitute personal data, including
name, identification number, location data or online identifier, reflecting changes in technology and the
way organisations collect information about people.

The GDPR applies to both automated personal data and to manual filing systems where personal data
are accessible according to specific criteria. This could include chronologically ordered sets of manual
records containing personal data.

Personal data that has been pseudonymised — eg key-coded — can fall within the scope of the GDPR
depending on how difficult it is to attribute the pseudonym to a particular individual.
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Sensitive personal data:

The GDPR refers to sensitive personal data as “special categories of personal data” (see Article 9).

The special categories specifically include genetic data, and biometric data where processed to
uniquely identify an individual. Examples are as follows;

race;
ethnic origin;

politics;

religion;

trade union membership;

genetics;

biometrics (where used for ID purposes);
health;

sex life; or

sexual orientation.

Personal data relating to criminal convictions and offences are not included, but similar extra
safeguards apply to its processing.

Handling of personal data and sensitive personal data

Note: A separate Policy covering Secure Handling of Disclosure Information (ASP 012.1) has
been produced to provide a specific policy and detailed guidance on how information
related to disclosure and the PVF scheme is handled.

Angling Scotland will, through appropriate management and the use of strict criteria and controls
ensure that personal data shall be:

a) processed lawfully, fairly and in a transparent manner in relation to individuals;

b) collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall not be considered to
be incompatible with the initial purposes;

c) adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed;

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure

that personal data that are inaccurate, having regard to the purposes for which they are processed,
are erased or rectified without delay;
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e) kept in a form which permits identification of data subjects for no longer than is necessary for
the purposes for which the personal data are processed; personal data may be stored for longer
periods insofar as the personal data will be processed solely for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes subject to implementation
of the appropriate technical and organisational measures required by the GDPR in order to
safeguard the rights and freedoms of individuals; and

f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures.

The GDPR provides the following rights for individuals:

The right to be informed

The right of access

The right to rectification

The right to erasure

The right to restrict processing

The right to data portability

The right to object

Rights in relation to automated decision making and profiling.
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In addition, Angling Scotland will ensure that:

e There is someone with specific responsibility for data protection in the organisation;
e Everyone managing and handling personal information understands that they are contractually
responsible for following good data protection practice;
Everyone managing and handling personal information is appropriately trained to do so;
o Everyone managing and handling personal information is appropriately supervised;
Anyone wanting to make enquiries about handling personal information, whether a member of
staff or a member of the public, knows what to do;
Queries about handling personal information are promptly and courteously dealt with;
Methods of handling personal information are regularly assessed and evaluated;
Performance with handling personal information is regularly assessed and evaluated,;
Data sharing is carried out under a written agreement, setting out the scope and limits of the
sharing. Any disclosure of personal data will be in compliance with approved procedures.

All elected officers are to be made fully aware of this policy and of their duties and responsibilities
under the Act.

All elected officers within Angling Scotland will take steps to ensure that personal data is kept secure
at all times against unauthorised or unlawful loss or disclosure and in particular will ensure that:

o Paper files and other records or documents containing personal/sensitive data are kept in a
secure environment;
e Personal data held on computers and computer systems is protected by the use of secure
passwords, which where possible have forced changes periodically;
4
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¢ Individual passwords should be such that they are not easily compromised.

Status of the Policy

The policy has been approved by a meeting of Angling Scotland Executive Board held on 21t May
2018 and any breach will be taken seriously and may result in appropriate action. Breach of this
policy will constitute behaviour which brings the sport and Angling Scotland into disrepute.

Responsibilities of Committee Members and Data Users

All participants involved in Scottish Angling, including those involved in the organisation of the sport
have a responsibility to ensure compliance with the Act and this Code, and to develop and encourage
good information handling practices, within their areas of responsibility. All users of personal data
within Scottish Angling have a responsibility to ensure that they process the data in accordance with
the eight Principles and the other conditions set down in the GDPR.

In accordance with Angling Scotland Corporate Governance and Risk Management Policy, the Board
will perform periodic audits to ensure compliance with this Policy and the GDPR to ensure that this
policy remains up-to-date.

Handling of Personal Data by Constituent Clubs
The use of personal data by clubs is governed by the following

e A club should only use personal data for an Association-related purpose with the knowledge
and express consent of an appropriate member of the Angling Scotland Board.

e The use of Association-notified personal data by clubs should be limited to the minimum
consistent with the achievement of Association objectives. Wherever possible data should be
de-personalised so that clubs are not able to identify the subject.

The Angling Scotland policy stated above, and the regulations, are based on the principle that clubs
must only use personal data under the guidance of Angling Scotland. A breach of these regulations is
an offence under Angling Scotland discipline policy.

Right of Access to data

The Act gives data subjects a right to access personal data held about them by Angling Scotland.
Angling Scotland will seek to take an approach (where appropriate) which facilitates access to their
personal data without them having to make formal subject access requests under the Act, whilst acting
within the Data Protection Principles. A record must be kept of all requests for access to personal
data.

All formal subject access requests must be responded to within the terms laid down by the Act and
must be notified to the Data Protection Officer as soon as they are received. Any cases of doubt as to
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whether a request for access to personal data is a subject access request under the Act must be
referred to the Data Protection Officer without delay.

Retention of Data

Personal data must only be kept for the length of time necessary to perform the processing for which it
was collected. This applies to both electronic and non-electronic personal data. Angling Scotland
policy is that all personal information holdings are to be reviewed annually in March. Furthermore,
personal data relating to individual members is only to be retained for a period of 2 years after their
current membership expires.

Data Transfer

When personal data is transferred internally the recipient must only process the data in a manner
consistent with Angling Scotland’s Notification and the original purpose for which the data was
collected.

Personal data can only be transferred out of the European Economic Area under certain
circumstances. The Act lists the factors to be considered to ensure an adequate level of protection for
the data and some exemptions under which the data can be exported. Information published on the
Web must be considered to be an export of data outside the EEA.

Data Security

All Angling Scotland users of personal data must ensure that all personal data they hold is kept
securely. They must ensure that it is not disclosed to any unauthorised third party in any form either
accidentally or otherwise.

Privacy Statement

The Angling Scotland Privacy statement can be found at Annex A to this document and is also
published on our website at

Data Protection Officer

Angling Scotland Ltd Administrator is registered with the Information Commissioner as the Data
Controller for the Organisation but responsibility for Data Security rests with the Board of Directors.
Questions related to day to day matters on the operation of the policy and the Act can be dealt with by
the Angling Scotland Administrator who is also the Angling Scotland Data Protection Officer.

Further information: www.informationcommissioner.gov.uk
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ANNEX A

Angling
Scotland
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ion for Coarse Angling

Privacy Notice

Angling Scotland Ltd and the three Scottish Angling Governing Bodies, Scottish Anglers National Association Ltd
(SANA), Scottish Federation for Coarse Angling (SFCA) and Scottish Federation of Sea Anglers (SFSA), will be the
“controllers” of the personal information that you provide to us by post, email or phone or on our online
membership system (known as Go Membership), unless otherwise stated.

When you register as a member of Angling Scotland, SANA, SFCA or SFSA or renew your membership (including
if you are registering or renewing on behalf of a child under the age of 16), we will ask you for the following
personal information:

contact details — full names, address, email address (for children under 16 this is the email address of
the parent), date of birth and gender.
membership criteria/category:

e SFCA: Club, Junior, Concession, Adult

e SANA: Club, Individual, Professional, Associate, Youth or Life

e SFSA: Senior Individual, Junior Individual, Life, Supplier
We will ask clubs for the contact details of any Child Protection Officer where applicable.
Clubs will also be asked for the total the number of members against the following categories — Male,
Female, Youths, Disabled persons, and those of ethnic origin. These categories are required for
reporting purposes to sportscotland.
equality information — e.g. disability (Where the SDFFA require disability information this is used to
ascertain membership eligibility only and is then destroyed)

A-1
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You will also have the option to provide additional information such as a telephone contact number, details
about your angling interests, the types of venue you prefer to fish, your qualifications and any credentials. The
provision of this information is optional and is only used to make you aware of opportunities or competitions
that you may be interested in; and only if you have consented to us contacting you for this purpose.

Why we need your personal information — contractual purposes

We need to collect our members’ personal information so that we can manage their membership. We will use
our members’ personal information to:

e provide you with core member services, including, insurance, licensing and PVG checks.

e set up your online membership account and administer your account online.

e send you membership communications by post, email or SMS in relation to essential membership
services, including but not limited to, membership cards, membership renewals and information on

membership benefits

Additionally, if you undertake a formal qualification through us, such as a Scottish Coaching Certificate, we
require certain data to register and certificate you with the Scottish Qualifications Authority.

If you do not provide us with all of the personal information that we need to collect, then this may affect our
ability to offer the above membership services and benefits.

Why we need your personal information — legitimate purposes
We also process our members’ personal information in pursuit of our legitimate interests to:

e promote and encourage participation in angling by sending members’ communications and booking
information for upcoming competitions and events. Our competitions and events may be filmed for live
streaming purposes and your personal information may also be used in images captured from our
competitions and events, which we use for promotional, education and development purposes.

e provide competitive angling fixtures by accepting and managing entries for our competitions and checking
your personal information to ensure you are entered into the correct category.

e monitor and develop participation in angling by monitoring members’ engagement and participation
through attendance and inviting our members to participate in surveys for researching and development
purposes.

e develop and maintain our members’ qualifications, including sending email communications to members
to inform you of upcoming courses, renewal requirements and verify that you have completed any
mandatory training and PVG / child protection requirements.

e respond to and communicate with members regarding your questions, comments, support needs or
complaints, concerns or allegations in relation to aquatic sports. We will use your personal information to
investigate your complaint, to suspend membership and take disciplinary action where appropriate

e Registration and Certification of formal Scottish Qualifications Authority qualifications.

A-2
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Where we process your personal information in pursuit of our legitimate interests, you have the right to object
to us using your personal information for the above purposes. If you wish to object to any of the above
processing, please contact us at info@anglingscotland.org.uk . If we agree and comply with your objection,
this may affect our ability to undertake the tasks above for the benefit of you as a member.

Why we need your personal information — legal obligations

We are under a legal obligation to process certain personal information relating to our members for the
purposes of complying with our obligations under:

e the Companies Act 2006 to maintain a register of our members, which includes our members’ name,
address, the date they were admitted to membership and the date on which they ceased to be our
member, and hold general meetings, including issuing notices and voting arrangements

e our sportscotland regulatory requirements to report on the size, achievements and profile of our
members

e the Equality Act 2010, which requires us to process personal information to make reasonable adjustments
where necessary

Why we need your personal information — equality monitoring requirements

We are required to use our members’ personal information relating to your disability (if any), or (ethnic group,
religious belief, gender identity and sexual orientation where collected) for equality monitoring purposes as
required by sportscotland.

We will process such personal information through aggregated and anonymised reports to identify and keep
under review the existence or absence of equality of opportunity or treatment between groups of people
within the same categories to promote or maintain equality within our sport.

Other uses of your personal information

We may ask you if we can process your personal information for additional purposes. Where we do so, we will
provide you with an additional privacy notice with information on how we will use your information for these
additional purposes.

We may be asked by our member clubs to collect and store personal information about their individual
members. Where we do this, the clubs have a responsibility as “controllers” to provide their members with
privacy notices and we will not use such personal information for any other purpose.

Who we share your personal information with
If your personal information is included in any images or videos taken by us at our competitions and events, we

may share this with members of the Scottish media, sponsors, sportscotland and Sports Partners for
promotional and/or journalistic purposes. We will also make use of our websites and Social media pages.
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For active competitive members selected for our International Representative Teams, your basic personal
information (name, gender, year of birth if over 16 and passport details as well as photographs to FIPS Mouche,
FIPD-eD or FIPS Mer for international competition registration purposes.

We may be required to share personal information with statutory or regulatory authorities and organisations
to comply with statutory obligations. Such organisations include the Health & Safety Executive, Disclosure
Scotland, and Police Scotland for the purposes of safeguarding children and SQA for the purposes or
registration and certification of qualifications.

We may also share personal information with our professional and legal advisors for the purposes of taking
advice.

In the event that we do share personal information with external third parties, we will only share such personal
information as is strictly required for the specific purposes and take reasonable steps to ensure that recipients
shall only process the disclosed personal information in accordance with those purposes.

Angling Scotland Ltd, SANA Ltd, SFCA and SFSA use Azolve (Go Membership) to administer our membership
database, as part of which Azolve contracts third party payment providers to process your payments of our
behalf. Azolve and its payment providers process our members’ personal information on our behalf as
“processors” and are subject to written contractual conditions to only process that personal information under
our instructions and protect it.

The individual Scottish Angling Governing Bodies may also use internal membership databases and paper
membership forms. They may also use voice recording at some meetings. This is purely for the purpose of
accurate minute production and the recordings are deleted and cannot be used for future reference.

How we protect your personal information

Your personal information is stored on our electronic filing system, on paper records and software programmes.
We use Google Drive Stream as part of our backup strategy and they uphold the EU Privacy Shield to certify
their data security. Mailchimp may distribute some of our email communications. Their servers are based in

the US and they uphold the EU Privacy Shield to certify their data security

How long we keep your personal information

We will only keep your personal information for as long as necessary to provide you with membership
services. Unless you ask us not to, we will review and possibly delete your personal information where you
have not renewed your membership with us for four years.

We will keep certain personal information of members for longer in order to confirm your identity, when you
were a member of Angling Scotland Ltd or Scottish Anglers National Association Ltd and for how long. We
need to do this to comply with the Companies Act 2006, which requires us to keep a register of members or in
the event of a claim against either body.
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Your rights

You can exercise any of the following rights by writing to us at info@anglingscotland.org.uk
Your rights in relation to your personal information are:

e you have a right to request access to the personal information that we hold about you by making a
“subject access request”

e if you believe that any of your personal information is inaccurate or incomplete, you have a right to
request that we correct or complete your personal information

e you have a right to request that we restrict the processing of your personal information for specific
purposes

e if you wish us to delete your personal information, you may request that we do so

Any requests received by Angling Scotland Ltd, SANA Ltd, SFCA or SFSA will be considered under applicable
data protection legislation. If you remain dissatisfied, you have a right to raise a complaint with the
Information Commissioner’s Office at www.ico.org.uk
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